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The lloT in a Smart Grid
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Requirements for a Grid Microeconomy

A Real time grid demand price forecasting

A Grid to grid electricity trading

A Distributed generation and transmission

A Infrastructure supplier/maintenance payment transactions

A Local and distributed power storage

A Smart metering and sensing infrastructure

A Smart terminations and communicating grid loads

A Fast, secure, fee-less transacting

A Emulated grid and market system with microtransaction trading
A Grid stability
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The lloT Security Problem

A Typically in [loT deployments:

I No verifiability of sensor data

I No authentication or identification of genuine network
nodes

I Data broadcast in peer-to-peer transmission and
reception

I Replay attacks

I Eavesdropping

I Data injection or manipulation

I No indication of node removals/failures




Requirements for lloT Security
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Stuxnet (2010-2014)

Germany Steel Mill Fire (2014)

Fiat Chrysler Jeep Security Breach (2015)

Pivnichna remote power transmission facility, Ukraine (Dec. 2016)
San Francisco Municipal Railway Ransomware Attack (2016)
DDoS attack on Heating System, Finland (2016)

Google Home Mini Eavesdropping (2017)

Smart Meter Fraud (Ongoing)



