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The blockchain is the most 

important technology since 

the Internet itself.”

– Marc Andreessen
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Shifting paradigms:  A framework for thinking 

about the “Fourth Industrial Revolution”

Source: M.Ford, CSIR (2017)



6
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https://www.thegeniusworks.com/2017/07/disruptive-technologies-
exactly-applications-mean-business/

DISRUPTIVE TECHNOLOGIES
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WHAT IS 
DISTRIBUTED 

LEDGER 
TECHNOLOGY?
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What is a distributed ledger?
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What is DLT?

DLT is a technology protocol for building a replicated and 
shared record ledger database. The most common 
implementation of DLT is that of the “blockchain”. 
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History
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Bitcoin Genesis Block



13

In 2010 a programmer, Laszlo Hanyecz, traded 10 000 bitcoin 
for 2 pizzas. Those pizzas are worth $83 million today!

#bitcoinpizzaday
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3 principal technologies are combined in DLT

Asymmetric-key cryptography

A distributed network with a 
shared ledger

An incentive to service the 
network’s transactions, record-
keeping and security to ensure 

consensus
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Bob wants to pay 
Alice in bitcoin. 
He opens up his  
Bitcoin wallet.

To pay her, he 
needs her 
public key.

He can scan in her 
key from a QR code 
in her wallet or have 

her email him her 
key. The key is a 

series of numbers 
and letters.

He presses 
“SEND” and the 

transaction is 
encrypted and  

broadcast on the 
Bitcoin network. 

Bitcoin miners are 
alerted that there 

is a new 
transaction in the 

network.

The miners check 
that Bob has 

enough Bitcoin in 
his wallet to make 

the payment.

Miners race to bundle 
data from the pending 
transaction with other 

unrecorded 
transactions, plus the 

last block of 
transactions recorded 
in the public ledger, as 

well as a random 
number called a nonce.

The miner applies 
a mathematical 

function known as 
a hash, that 

produces a unique 
cryptographic 

fingerprint that 
makes 

transactions 
verifiable.

The hashed block 
must have a certain, 

but arbitrary, 
number of 0’s at the 

beginning. It’s 
unpredictable  which 
nonce will produce a 
hash with the correct 

no. of 0’s, so the 
miner has to keep 

trying different 
nonces to find the 

right value.

When a miner finds a 
hash with the correct 

no. of 0’s, the 
discovery is 

announced to the rest 
of the network. Other 
miners then turn their 

attention to finding 
the next block, with 

the  newly made block 
as a component.

The algorithm 
then rewards the 

winning miner 
with some new 
bitcoins and the 
hashed block is 
published in the 

public ledger.

After some time 
(e.g. 10 minutes, 

depending on 
how busy the 

ledger is), Bob & 
Alice receive the 
first confirmation 

that the 
transaction is in 

progress.

The parties 
receive several 

more 
confirmations as 

the block that 
recorded their 
transaction is 

embedded into 
subsequent 

blocks  until the 
bitcoin appears in 

Alice’s wallet.
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Types of DLT

Blockchain 1.0
Currency-type blockchains, 
such as Bitcoin, LiteCoin, 
Dash, etc.

Blockchain 2.0
“Blockchain as a platform” – moving beyond the 
digital currency use case towards other applications 
of the technology by embedding code into the 
technology (“smart contracts”). Examples include 
Ethereum, Wanchain, Icon, Neo.

Blockchain 3.0
New blockchains starting to emerge that offer Instantaneous, cheap transactions. 
Extending the blockchain to enable M2M transactions and also providing 
platforms for distributed applications (Dapps).

Directed Acyclic Graph (DAG) / Tangle
Pointer-based. Examples include IOTA, 
NANO, ITC, IOTEX, AMB.

Hashgraph
No implementations yet
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Features

Transaction data is 
available to all.

Users are 
anonymous, but 
their public keys 

are viewable 
(unless  it is a 

privacy blockchain, 
like Monero)

Data is stored 
forever on the 
blockchain and 

cannot be altered

Consensus is 
ensured within a 

decentralised
network

Due to the 
decentralised

nature & consensus 
methods, 

transactions can 
occur between 

unknown parties 

TRANSPARENCY
PSEUDO-

ANONYMITY
IMMUTABILITY

DECENTRALISED 
CONSENSUS

TRUSTLESS 
ENVIRONMENT

Transactions occur 
automatically, due 
to the consensus 

methods, no double 
spend is possible.

AUTOMATED

The status of a 
transaction can be 
tracked as it moves 
through the system

REALTIME 
TRACKING

The ledger is 
replicated within 
the decentralised

system

NO SINGLE 
POINT OF 
FAILURE
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Benefits
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Creating an internet of “value”
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Technology Challenges

Limited 
Scalability (at the moment!)

Limited 
Privacy (being worked on)

Lack of formal 
smart contract 
verification

Storage 
constraints

Unsustainable 
consensus 

mechanisms, 
particularly POW

Lack of governance 
and standards

Quantum computing 
threat

Interoperability
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INNOVATION 
OPPORTUNITIES BEYOND 
CRYPTOCURRENCY USE 

CASES
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The rise of Cryptocurrencies - ALTCOINS

LITECOIN ETHEREUM

BITCOIN CASH NEO

MONERO

RIPPLE

ZCASH

STELLAR

ADA

DASH

NANO

MONACO

HYPERLEDGER
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Innovation beyond fintech

Vitalik Buterin
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The rise of Blockchain up to Jan 2018
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GARTNER HYPE CYCLE
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South African “crypto-influencers”

RAN NEUNER
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ICOs / blockchain initiatives in SA
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Opportunities for South Africa

SA AS AN INTERNATIONAL 
DLT HUB
Creating a supportive innovation environment

Leverage existing strengths

Catalyse ICT skills, innovation & infrastructure
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Applying DLT to South African challenges

DLT would solve many problems, such as the cost of financial transactions, 
corruption, slow and inefficient legacy systems and security. Some ideas include:

• Any kind of registration system (births, deaths, marriages, identity, passports, 
business, land, licenses, etc.);

• Public Procurement (Mexico has just announced that it will be doing all public 
procurement on the blockchain and that it has been working on a system for the 
past year.  This is to cut out corruption in the system);

• Any kind of disbursement system (SASSA, NSFAS, etc.); 
• Voting;
• Any kind of certification/accreditation system (matric certificates, university 

degrees, trade qualifications, etc.); 
• Any kind of data-intensive environment, where the data could improve decision-

making (e.g. healthcare, education, infrastructure, etc.) and
• Any kind of logistics, tracking and tracing system (e.g. at SAPOS; etc.).

GOVERNMENT
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Applying DLT to South African challenges

CREATING SMART PLACES FOR INDUSTRY

Supply Chains 
& 

logistics 

Provenance

Smart energy
markets

Training
& skills dev

Proof of 
authenticity

Integrated 
compliance

Resource / 
Infrastructure 
measurement 
& management

Intellectual 
property 

management

Predictive 
maintenance

Security



Thank you

@crypto_gran


